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Abstract—Industrial networks, and especially critical infrastruc-
ture, require highly reliable and low-latency communication to
ensure continuous operation. Traditional redundancy mechanisms
such as Highly Available Seamless Redundancy (HSR), Parallel
Redundancy Protocol (PRP), and Multiprotocol Label Switching
Transport Profile (MPLS-TP) provide deterministic protection
but rely on static configurations and dedicated hardware, limiting
flexibility and fallback options. At the same time, the increasing in-
terconnection of previously isolated networks introduces additional
points of failure that need to be covered by resilience mechanisms.
To address these challenges, we present RedPath, a framework
that combines P4-based network-level path control with multipath
transport protocols such as Multipath TCP (MPTCP) to enable
deterministic transmission over disjoint paths within a network,
while supporting the use of wireless backup links. Our initial
proof of concept of the path control, implemented using BMv2
software switches, demonstrates stable operation and fast failover
times in the range of milliseconds, indicating its feasibility. Future
work will validate the approach on programmable hardware.

Index Terms—Telecommunication network reliability, transport
protocols, critical infrastructure, redundancy

I. INTRODUCTION

Ensuring reliable and resilient communication within indus-
trial and critical infrastructures, e.g., energy grids, is essential to
sustain continuous operation [1], [2] and prevent severe human
and economic consequences. However, increasing cyberattacks
and climate-related hazards, such as floods and wildfires,
pose significant threats, while the growing interconnection
of previously isolated systems introduces additional points of
failure that must be considered in resilience concepts. To this
end, wireless backup links, e.g., via cellular networks, are
increasingly integrated into communication architectures to
complement wired connections and maintain service continuity
during large-scale outages [3], [4]. Nevertheless, proprietary
fiber backbones remain the foundation of critical infrastructures,
as cellular systems cannot yet meet the ultra-low latency
demands of real-time control traffic [2], and the inherent
variability of wireless channels challenges their reliability [5].
Consequently, resilience mechanisms must support both re-
dundant communication within the wired backbone network
and seamless failover to wireless backup links. In addition,
strict latency requirements of time-critical applications impose
constraints on failover mechanisms and path selection.

Popular solutions such as MPLS-TP [6], which provides de-
terministic redundant communication within the same network,

do not natively support the integration of wireless backup links
or the flexible use of more than two redundant paths. Recent
work proposes to exploit multipath transport protocols to allow
end devices redundant communication over multiple interfaces
and heterogeneous networks [7]. For instance, MPTCP [8]
enables the transparent use of multiple paths for multi- and
single-homed devices, and its v0 implementation supports
redundant transmission [9]. However, MPTCP alone cannot
enforce disjoint redundant paths within the same network due
to router-controlled path selection, and thus requires additional
mechanisms to control intra-network path diversity.

To address these limitations, this paper proposes RedPath: a
framework that combines multipath transport protocols at end
devices with Software-Defined Networking (SDN)-based path
control using P4-programmable data planes. This combination
enables both flexible communication across heterogeneous
networks and explicit control over path selection within
the backbone network. SDN offers a global network view
and, when paired with P4-programmable data planes, enables
custom packet processing at line-rate and fast reconfiguration
in response to network changes [3], allowing deterministic
yet flexible use of redundant paths within networks. At the
same time, multipath transport protocols enable flexible end-
host control of redundant transmissions without application
modifications [2], facilitating integration into existing infras-
tructure. In this work, we focus on SDN-based path control and
demonstrate how programmable data planes enable efficient
and scalable enforcement of disjoint paths.

Contributions. Our main contributions are as follows.

o We present a framework for redundant communication in
heterogeneous networks using multipath transport protocols
and SDN, including the design of a P4-based data plane for
enforcing the distribution of subflows over disjoint paths
in the same network.

+ We implement a proof-of-concept using BMv2 software
switches to demonstrate feasibility, as a first step toward
deployment on programmable hardware.

o We evaluate our proof-of-concept using emulated networks
with different topologies, assessing its performance and
scalability.

Open Science Statement. We open-source the code of our
framework [10] under the GPLv3 license.
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II. TOWARDS FLEXIBLE AND SCALABLE RESILIENCE IN
INDUSTRIAL NETWORKS

We discuss traditional approaches to resilient communica-
tion in today’s industrial networks, then introduce multipath
transport protocols and derive requirements for future solutions.

A. Industrial Networks and Redundancy Mechanisms

Characteristics of Modern Industrial Networks. Networks
in industrial and critical infrastructure are becoming increas-
ingly interconnected to support automated decision-making,
and remote monitoring and control. As a result, industrial
communication networks now range from local deployments
within single plants to wide-area networks (WANs) spanning
hundreds of kilometers [11], [12]. To meet the stringent latency
and reliability requirements of time-critical applications, these
networks often rely on dedicated fiber-optic infrastructure and
deterministic communication technologies [13], [14]. At the
same time, modern industrial networks are evolving towards
more heterogeneous architectures, for example by integrating
wireless links [4], [13] to reduce costs or add redundancy.
This evolution increases the availability of redundant paths
and makes resilience increasingly dependent on how efficiently
the given path diversity can be utilized. Existing redundancy
mechanisms, however, were largely designed for static and
homogeneous environments and therefore provide limited
flexibility as discussed below.

Traditional Redundancy Mechanisms. The HSR [15] and
PRP [16] standards provide seamless recovery after link failures,
unlike protocols such as RSTP [17], which require network
reconfiguration, introducing additional delay. However, HSR
and PRP require protocol-specific Ethernet frame handling
(e.g., of HSR tags or PRP trailers) and impose topology
or infrastructure constraints including specialized hardware,
which can increase deployment costs and typically limits their
deployment to dedicated Ethernet segments. Therefore, in wide-
area deployments, operators commonly adopt MPLS-TP [6],
[18], which offers SONET/SDH-like OAM, fast reroute, and
path protection via predefined backups. While MPLS-TP
targets recovery within 50 ms, fault detection and failover still
cause non-negligible delays. Consequently, ultra-low latency
requirements below 10ms (for instance, in teleprotection [19])
cannot always be guaranteed and, instead, require simultaneous
redundant transmission over disjoint paths. Although MPLS-TP
supports 1+ protection, which sends traffic redundantly over a
working and a protection path, redundancy is typically limited
to a single statically configured backup path. Therefore, with
traditional protection mechanisms, available path diversity (and
especially wireless backup links) may remain underutilized,
potentially limiting resilience, and motivating approaches that
enable the coordinated and flexible use of redundant paths in
heterogeneous IP-based networks. A natural way to exploit
such path diversity is provided by multipath transport protocols.

B. Multipath Transport Protocols

Multipath transport protocols provide a flexible means to
simultaneously exploit different network paths, while operating

transparently to applications and allowing per-connection
control. Two major protocols are MPTCP [8] and Multipath-
QUIC (MPQUIC) [20] presented below.

MPTCP. MPTCP allows multiple subflows within a single
TCP connection, and thereby supports the use of different
interfaces (e.g., wired and wireless) or ports for the same
connection. When one endpoint lacks MPTCP support, the
connection falls back to standard TCP, ensuring backward
compatibility. Subflows and connections are identified by
tokens exchanged during the initial three-way handshake, and
packet schedulers determine how traffic is distributed among
subflows. Path managers additionally define which interfaces to
use. Each subflow terminates with the regular TCP FIN/ACK
exchange, whereas a DATA_FIN marks the end of the overall
MPTCP connection. While a redundant scheduler is part of
MPTCP’s out-of-tree implementation [21], recent research
proves its potential for performant failovers with multi-homed
and mission-specific end devices [2].

MPQUIC. MPQUIC extends QUIC to support multiple paths
per connection. Since QUIC natively multiplexes multiple
streams and embeds a connection ID (CID) in each packet
header, mapping packets to flows is straightforward. However,
all payload and most header fields, including CIDs and
CONNECTION_CLOSE signals, are encrypted, preventing
inspection or modification by middleboxes. Furthermore,
MPQUIC remains at a prototype stage [22] and currently lacks
redundancy support.

To conclude, multipath transport protocols, and especially
MPTCP, offer a promising alternative for achieving communi-
cation resilience without specialized hardware or the rigidity of
traditional protection mechanisms (cf. Sec.Il-A). However,
due to their operation at end devices, multipath transport
protocols can only choose which interfaces and how many
subflows to use, but not which specific paths to take within
a network. Additional mechanisms are therefore required to
enable coordinated and deterministic use of path diversity.

C. Requirements for Resilience in Industrial Networks

Given the limitations of existing resilience mechanisms and
the performance and availability requirements of industrial and
critical infrastructures, novel resilience solutions should fulfill
the following requirements:

« R1 (Path Diversity): Deterministic distribution of re-
dundant data streams across multiple disjoint paths with
seamless integration of heterogeneous backup technologies
(e.g., wireless links).

« R2 (Operational Performance): Scalable operation
across large network topologies while maintaining low
failover latency to meet industrial timing requirements.

« R3 (Deployability): Compatibility with existing IP-based
industrial networks without requiring specialized redun-
dancy hardware or application changes.

Coordinated control is well supported by SDN-based archi-
tectures, which enable forwarding decisions to be computed
centrally. P4-programmable data planes complement this capa-
bility by enabling fine-grained and flexible packet processing



directly within network devices at line rate. Together, SDN and
P4 therefore provide a promising foundation for meeting the
requirements outlined above. Building on these capabilities, we
propose RedPath, which combines P4-programmable switches
with multipath transport protocols. Before presenting RedPath,
we first review related work addressing redundant transmission
in industrial networks in the next section.

Takeaway: Existing redundancy mechanisms lack flexibility
anddo not exploit path diversity in modern networks, motivat-
ing approaches for coordinated multipath utilization.

III. RELATED WORK ON RESILIENT COMMUNICATION

Prior work has explored redundancy mechanisms at different
layers of the network stack. At the network layer, researchers
adapted PRP to operate in IP-based networks [23], [24], but
these approaches do not consider heterogeneous networks (R1%).
Li et al. [25] propose a P4-based solution for packet replication,
forwarding over disjoint paths, and duplicate elimination at
the egress switch. However, heterogeneous backup links are
again not considered (R1%). In addition, duplicate handling is
performed by the P4 switches, requiring per-packet state in
the data plane and increasing resource consumption (R2¥).
At the transport layer, Felix et al. [26] extended MPTCP
to enable redundant transmission in wireless networks, but
their work does not allow the use of multiple disjoint paths
within wired networks (R1%). Du et al. [27] use MPTCP
with OpenFlow to distribute subflows across disjoint paths
in satellite networks. However, their approach assumes multi-
homed devices and is therefore also not applicable to enable
redundant communication within the same network (R1%) while
lacking the flexibility and performance of P4-programmable
data planes (R3%). Last, Lopez et al. [9] combine MPTCP
with MPLS to provide redundancy for rail signaling where
MPLS routers take care of distributing subflows over disjoint
paths. While their approach integrates well with existing MPLS
infrastructures and potentially allows the use of wireless backup
links at end devices, Lopez et al. point out that using MPLS
suffers from limited flexibility and scalability due to manual
route calculation and configuration (R3%).

Overall, most approaches treat heterogeneous redundancy
and intra-network path diversity separately, while combined
solutions rely on static mechanisms such as MPLS, limiting
flexibility and scalability. At the same time, prior work
on fast path discovery [28], fast reroute [29], and load
balancing [30]-[32] highlights the potential of SDN to enable
dynamic multipath routing. Thus, the remainder of this paper
investigates how multipath transport protocols can be combined
with P4-programmable data planes to provide a flexible and
programmable approach for exploiting path diversity across
heterogeneous networks.

Takeaway: Existing approaches fail to flexibly and scalably
combine heterogeneous redundancy with controlled intra-
network path diversity, motivating the need for programmable
and dynamic solutions.
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Fig. 1: End devices use wired and wireless links for redundant
transmission via multipath transport protocols, while RedPath
enforces the disjoint distribution of subconnections in the
backbone network using P4-programmable switches.

IV. P4-ENABLED REDUNDANT MULTIPATH TRANSMISSION
IN HETEROGENEOUS NETWORKS

In this section, we present RedPath, a flexible, and perfor-
mant framework for redundant heterogeneous communication
in industrial (wide area) networks. We provide an overview
of RedPath, before detailing its workflow with a focus on
programmable path control.

A. Overview

RedPath enables redundant communication across heteroge-
neous network infrastructures by combining multipath transport
protocols at end devices with P4-programmable switches in
the backbone network (cf. Fig. 1). Using multipath transport
protocols, end devices can simultaneously utilize heterogeneous
access technologies (e.g., wired and wireless links) and generate
redundant subflows while P4-programmable switches enable
explicit control over their distribution across disjoint backbone
paths (R1v"). In this work, we focus on the latter, i.e., the
design of a scalable and programmable path control mechanism
in the data plane. To this end, RedPath separates centralized
path computation from data-plane packet processing, enabling
scalable path management while keeping packet processing
solely in the data plane to meet the strict timing requirements of
mission-critical traffic (R2v"). However, in contrast to P4-based
related work [25], RedPath shifts redundancy generation to
end devices rather than duplicating packets within the network,
reducing data-plane overhead. For the same reason, RedPath
also operates transparently to applications and does not require
dedicated redundancy hardware or modifications to industry-
specific end devices, higher-layer protocols, or applications,
enabling incremental deployment in existing industrial infras-
tructures (R3v"). In addition, RedPath’s design allows the
integration of P4-based in-network telemetry applications to
enable timely detection of and reaction to network changes,
further strengthening the reliability of redundant paths and
decreasing overhead by selectively activating paths.

B. P4-based Path Calculation and Connection Management

In the following, we detail RedPath’s path calculation
and connection management specifically designed for P4-
programmable network devices. As illustrated in Fig. 2, the
control plane (D) calculates and installs the disjoint paths; the
data plane (2) identifies multipath connections and subconnec-
tions, () registers new (sub)connections and path assignments,
and (4) forwards packets while keeping track of the connection
states. Although MPQUIC does not yet support redundant
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Fig. 2: RedPath’s workflow: (1) forwarding rules in the control
plane for enforcement in the data plane using Match-Action
Tables (MATs), (2) identify multipath packets, 3) register
unknown (sub)connections and assign paths, and (4) update
(sub)connection states and forward packets.

transmission, it remains a relevant future alternative to MPTCP
due to its reported performance advantages [33]. We therefore
consider both MPTCP and MPQUIC in the design of our
approach and describe how the proposed P4-based resilience
mechanism can be applied to both protocols. Our practical
implementation and evaluation, however, focus on MPTCP. In
the following, we use the term subconnection to collectively
refer to MPTCP subflows and MPQUIC substreams. Packets
using a multipath transport protocol are called multipath
packets; all others are non-multipath packets.

(D Path Calculation. Due to our use case, i.e., proprietary
industrial networks, we assume that the network topology is
managed and known by the operator of our framework, and
can serve as input for the control plane to compute disjoint
paths through the network. Each path is assigned a unique
path ID, and each subconnection is assigned to one of the
available paths through its ID. Using match-action tables, the
control plane enforces the computed paths and assignments in
the switches’ data planes as follows: for each switch and path,
it extracts the egress port corresponding to the path’s next hop.
Then, it installs an action that matches to the assigned path of
a subconnection and triggers forwarding over the respective
egress port. To handle the last hop and non-multipath packets,
the control plane installs Longest Prefix Match (LPM)-routes
in an additional match-action table, which matches against
destination IP addresses to derive the egress port. Due to its
global view, the control plane can recalculate paths in response
to topology or performance changes, e.g., detected through P4-
based in-network telemetry applications running on the same
switches, and installs updated forwarding rules.

() Identification of (sub)connections. For MPTCP, multipath
packets can be identified by the presence of the MPTCP
option in the TCP header. For MPQUIC, RedPath exploits
CID prefixes, i.e., if two flows use different UDP ports but
show same CID prefix, they are registered as subconnections
of the same multipath session. To keep track of multipath

connections, the data plane maintains a register-based hash map
that uses the hash of a connection’s source and destination IP
address. Optionally, it also stores additional identifiers such as
the sender token in the case of MPTCP and the CID in the case
of MPQUIC to support and distinguish multiple connections
between the same pair of hosts. The register value is initially set
to 0 and changed to 1 when a new connection is first detected.
Although MPTCP’s sender token is derived using SHA-256,
which cannot be computed in current P4-programmable data
planes, the data plane can send a copy of the first packet of
a new connection to the control plane, which computes the
token and returns it. The data plane then stores the resulting
hash and updates the relevant registers. Although this operation
introduces additional processing delay, it is performed only
once during connection establishment, before regular data
transmission begins. Subsequent packets carry the token in
plaintext and therefore do not incur this delay. Since the delay
occurs only at the beginning of a connection rather than during
ongoing transmission, it is expected to be acceptable even in
industrial environments. If only a single multipath connection
exists between two hosts or if each interface has a unique
IP address, the additional identifiers are not required and can
be omitted. Moreover, future P4-programmable data planes
may provide support for more sophisticated hash computations.
Subconnections of both protocols are distinguished by their
transport layer source and destination ports, and tracked using
separate registers.

(3 (Sub)Connection registration and path assignment. Red-
Path maintains counters for active subconnections and available
paths to ensure balanced distribution. When a new multipath
connection is detected, its register entry and subconnection
counter are initialized with 1, and the first subconnection is
assigned to the path with ID = 1. If the connection already
exists but a new subconnection is detected, the counter is
incremented, and its path ID is assigned as follows: if the
number of subconnections does not exceed the number of
available paths, the next free path ID is selected. Otherwise, a
path is chosen within the available ID range using round-robin
or randomization. For each new subconnection, RedPath also
registers the reverse subconnection, assigning it the ingress
port of the current packet as egress port to ensure that packets
traverse symmetrical disjoint paths in both directions. If the
destination is a single hop away, the connection is not registered
to save storage; only its reverse subconnection is maintained.
@ Forwarding and state tracking. Non-multipath packets
and those with only a single remainig hop are forwarded
using LPM-based forwarding. Multipath packets, by contrast,
are forwarded according to their assigned path ID or, for
reverse subconnections, using the stored egress port. Two
match-action tables implement this logic, rewriting the packet’s
egress port before transmission. When both directions of a
MPTCP subconnection have exchanged FIN flags, RedPath
marks the subconnection as closed and resets its register
entry. The connection’s counter is decremented, and when
it reaches zero, the entire connection entry is cleared. To keep
track of subconnection states in case of MPTCP, i.e., storing



observed flags, additional registers are used and updated for
each packet. MPQUIC subconnections are excluded from this
due to their encryption. Here, connection termination can be
detected through timeouts (cf. Sec.II-B).

We envision deploying RedPath on P4-programmable hard-

ware targets to enable line-rate packet processing in future
deployments. However, since this paper focuses on the general
design and feasibility of the proposed approach, a hardware
implementation is beyond its scope. As a first step, we therefore
implemented and evaluated a software-based proof of concept
using BMv2 and Mininet.
Takeaway: Based on P4, RedPath enforces the performant and
disjunct distribution of redundant transmissions in wired (back-
bone) networks, while end devices flexibly use heterogeneous
links via multipath transport protocols.

V. PROOF-OF-CONCEPT AND EVALUATION

We evaluate RedPath using Mininet [34] to assess its
feasibility and system-level behavior prior to a future hardware
implementation. Our evaluation focuses on the use of disjoint
paths within the same network, i.e., the SDN-based path
control component of RedPath. The use of multipath transport
protocols for redundant transmission across heterogeneous
networks has been sufficiently demonstrated in prior work [2]
and is therefore not considered. Mininet allows us to explore
larger and more diverse topologies than would be feasible with
hardware resources. While open-source models of hardware
switches, such as Intel Tofino, are promising, their integration
into reproducible Mininet workflows is still evolving. We
therefore opted for the BMv2 software switch model [35], a
popular platform for prototyping and testing P4 programs. We
evaluate RedPath’s feasibility, performance, and control-plane
overhead using different topologies and path configurations,
then analyze its resource efficiency and scalability. Last, we
discuss benefits, limitations, and future work.

A. Proof-of-Concept

We implemented the data plane of RedPath in P4 targeting
BMv2, while the control plane was implemented in Python3.
Using Mininet, we deployed it in an emulated environment with
multiple switches and hosts, and we ran MPTCPvO [21] on the
hosts to create redundant subflows (cf. Sec.II-B), considering
a single MPTCP connection between two endpoints to isolate
and evaluate the path control mechanism. We further adapted
the DIRECT algorithm [36] to compute the shortest and the
k — 1 near-shortest disjoint paths between all edge nodes, such
that every subconnection was assigned one of the paths.
Feasibility Test Setup. To assess RedPath’s functionality and
scalability, we tested ring, full-mesh, and random topologies of
varying sizes up to 50 switches, with two attached hosts. The
maximum topology size was determined by the computational
resources required to emulate each switch in software using
BMv2 and Mininet. Larger topologies exceeded the available
resources of the evaluation system. However, this limitation
concerns only the emulation environment and does not impose
an inherent limit on the network size supported by our design.
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Fig. 3: RTTs before, at, during, and after emulating an outage
of one link for different topologies with 10 switches.

For each topology, RedPath computed between two and five
disjoint paths between both hosts, installing the corresponding
forwarding rules in the switches’ data planes. On the transport
layer, MPTCP was configured to open the same number of
subflows as available disjoint paths, using identical IP addresses
but distinct TCP ports. A TCP client then transmitted packets
from one host to a TCP server on the other host at regular
intervals. Each packet was echoed back to the sender to measure
its Round-Trip Time (RTT). We captured all traffic at both hosts
and intermediate switches to verify path diversity and observe
RedPath’s reaction to link failures, which we triggered for a
duration of 10s at random points in time after transmission
start. Each test ran for 60 s and was repeated 30 times.
Observations. Across all topologies, the destination-side switch
received traffic over all configured subflows across distinct
paths. When a link failed, the corresponding subflows were
temporarily lost, but the overall connection remained stable,
and data continued to be transmitted via the remaining subflows,
proving the feasibility of our design. Exact failover times are
provided below.

B. Failover Performance

We measured the RTT before, during, and after link failures
over 30 runs for each topology with 10 switches and two
subflows, using the experimental setup described above. Two
scenarios were considered: a) uniform latency, i.e., all links
had a default propagation delay of a few milliseconds, and b)
asymmetric latency, i.e., one link was configured with a 100 ms
delay to emulate path heterogeneity.

Results. We present the results in Fig. 3a-3c. Across all
topologies, RedPath maintained session continuity with failover
delays in the order of 1 ms to 3 ms, confirming its robustness
and topology independence. While the RTT of the first
packet affected by a failure exhibited higher variability, this



TABLE I: Combined computation and installation time of disjoint paths versus topology (# nodes, # calc. paths).

Ring(2,2) | Ring(10,2) | Ring(30,2)

Ring(50,2)

Random(50,2) | Random(50,5)

2.076s 2.78s 4.82s

6.87s

6.89s 7.13s

likely resulted from the limited number of samples for this
event. Furthermore, in the uniform-latency scenario, the RTT
decreased slightly during link failures, regardless of which link
failed. We attribute this RTT decrease to reduced emulation
load when fewer packets were processed concurrently. Notably,
when a higher-latency link (100 ms) failed, the RTT remained
low, as packets continued over the unaffected, low-latency
paths. Conversely, when the low-latency path failed, the RTT
increased to approximately 100 ms for the failure duration, as
expected. Last, the RTT remained increased for several seconds
after link restoration. Here, packet traces revealed that MPTCP
required time to reintegrate the recovered path, consistent with
prior observations in [2]. We expect hardware deployments to
yield lower and more consistent failover times, which we will
validate in the future.

C. Control-Plane Overhead

To evaluate control-plane responsiveness during full network

configuration, we measured the time required to recompute
paths and install forwarding rules across the entire network.
Such a full configuration is performed only during the initial
setup of RedPath or after network-wide topology changes. For
each topology, RedPath computed and installed between two
and five disjoint paths between all edge nodes.
Results. Path computation and rule installation required at
least 2 s for minimal topologies and up to 7.13 s for networks
with 50 switches, including ring and random topologies with a
link probability of 30 % (cf. Tab. I). The total duration varied
only slightly with the number of paths computed. Profiling
with py-spy [37] showed that path computation and rule
installation each accounted for approximately 50 % of the
total duration. Consequently, replacing all forwarding rules
in a 50-switch network would cause a temporary interruption
of approximately 3.5s. During normal operation, expected
isolated link or switch failures are handled by the precomputed
redundant paths and therefore do not trigger control-plane
involvement.

D. Resource Efficiency and Scalability

To assess the feasibility of deploying RedPath in industrial
networks, we analyze the scaling behavior of its data-plane state
requirements. Since BMv2 abstracts from hardware-specific
TCAM and SRAM capacities, we evaluate the asymptotic
state complexity of our design. RedPath maintains state per
subflow rather than per packet, resulting in O(connections)
state in the best case and O(connectionsxsubflows) in the
worst case. In contrast, redundancy approaches based on
packet replication require maintaining per-packet state [25],
significantly increasing memory pressure on switches. There-
fore, by shifting redundancy to the transport layer, RedPath
preserves scarce hardware resources, allowing to cover a larger
number of connections. This also facilites the execution of
multiple concurrent applications per switch (e.g., telemetry,

monitoring, or traffic engineering), allowing sustainable and
effective hardware utilization.

E. Benefits, Limitations, and Future Work

As demonstrated by our proof-of-concept implementation

and evaluation, RedPath enables the efficient and scalable use
of multiple disjoint paths within a single network, achieving
low failover times suitable for industrial communication. The
integration of multipath transport protocols at the end devices
inherently enables extension to heterogeneous wired and
wireless links. RedPath’s design is also compatible with other
P4-based applications, such as telemetry systems, enabling
the automated detection of and reaction to network changes
(e.g., [38]), which we will explore in future work. Our current
implementation focuses on MPTCP with a single connection
between two endpoints. Future work will extend RedPath to
multiple concurrent connections and to MPQUIC, broadening
its applicability. One important initial step toward this is
the extension of MPQUIC to support redundant transmission.
Future work should also consider the implementation of the
control plane, as well as its susceptibility and resilience
to network failures. Furthermore, the feasibility of dynamic
reconfiguration depends on the latency requirements of the
respective application and should therefore be evaluated across
different application scenarios in industrial networks. Finally,
we plan to validate our approach on hardware targets, which
are expected to lower failover times significantly.
Takeaway: Our evaluation shows that RedPath enables
transport-layer-based redundancy with low failover times
across diverse topologies while reducing data-plane resource
requirements, motivating future hardware validation.

VI. CONCLUSION

In this paper, we present RedPath, a framework that combines
SDN-based path control using P4-programmable switches with
multipath transport protocols at end devices to enable redundant
transmission in heterogeneous networks with wired and wireless
links. By enabling explicit path selection in the data plane
and multipath management at the transport layer, RedPath
improves flexibility and allows efficient utilization of path
diversity compared to traditional redundancy solutions. Our
proof-of-concept implementation on BMv2 software switches
demonstrates the feasibility and effectiveness of the proposed
path control approach. In future work, we plan to port RedPath
to programmable hardware such as Intel Tofino, integrate
telemetry feedback, and evaluate control-plane resilience under
performance degradation and topology changes in industrial
real-time networks.
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