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Abstract—The Industrial Internet of Things (IIoT) leads to
increasingly-interconnected industrial processes and environ-
ments, which, in turn, result in stakeholders collecting a plethora
of information. Even though the global sharing of information
and industrial collaborations in the IToT promise significant im-
provements concerning productivity, sustainability, and product
quality, among others, the majority of stakeholders is hesitant to
implement them due to confidentiality and reliability concerns.
However, strong technical guarantees could convince them of the
contrary. Thus, to address these concerns, our interdisciplinary
efforts focus on establishing and realizing secure industrial
collaborations in the IIoT. By applying private computing, we are
indeed able to reliably secure collaborations that not only scale
to industry-sized applications but also allow for use case-specific
confidentiality guarantees. Hence, improvements that follow from
industrial collaborations with (strong) technical guarantees are
within reach, even when dealing with cautious stakeholders. Still,
until we can fully exploit these benefits, several challenges remain,
primarily regarding collaboration management, introduced over-
head, interoperability, and universality of proposed protocols.

Index Terms—security; privacy; private computing; reliability

I. INTRODUCTION

The advent of the Internet of Things (IoT) and networked
Cyber-Physical Systems (CPSs) allows for the collection of
vast amounts of business and production data [1]. For the first
time, we now have the opportunity to facilitate an Internet-
like knowledge exchange in the Industrial IoT (IIoT) [2],
i.e., a large, distributed network to globally share information,
even among mutually-distrusting stakeholders [3]. Specifically,
the research cluster “INTERNET OF PRODUCTION” [4], [5]
stipulates a corresponding vision to improve innovation, pro-
ductivity, sustainability, and product quality, among others.

To turn this vision into reality, several dimensions, including
operational security and legal ramifications, have to be ad-
dressed jointly to lastingly evolve the IIoT [6]. However, most
importantly, we identify information security to be essential
for this upcoming evolution because many stakeholders still
hesitate to participate in any knowledge sharing due to confi-
dentiality concerns. They act cautiously because their sensitive
information constitutes their competitive advantage. Conse-
quently, research must secure corresponding information flows
to provide stakeholders with (strong) technical guarantees.

We thus introduce the notion of “secure collaborations” to
enable grouping (future) activities, related to properly securing
information flows in the IIoT, under a common term:

A secure collaboration considers the sensitivity of
exchanged or shared information (i.e., knowledge)
as part of global dataflows to account for the confi-
dentiality needs of stakeholders in a networked IloT.
That being said, secure collaborations go beyond simple
data sharing. On a more conceptual level, we can refer to
this collective term as a managed and secure overlay approach
to the networked IIoT. Exceeding this superficial abstraction,
the utility of collaborations specifically profits from the novel
availability of sensors, information, and compute resources.
Our work focuses on the confidentiality and reliability
concerns of involved stakeholders in the IIoT to address the
outlined research gap, namely, providing technical guarantees
for secure collaborations. Down the road, further steps are
needed to fully close the gap because, today, we largely lack
generic approaches and suitable protocols to generalize our
contributions to all sorts of use cases, deployments, and set-
tings. Hence, we postulate the need to pursue the development
of blueprints on how to design, set up, and manage secure
collaborations as well as their underlying technical framework.
To systematically tackle the first step, we consider differ-
ent types of collaborations, most importantly, (i) along and
(ii) across supply chains. The former term refers to exchanging
information up- and downstream of established supply chains
and is also known as vertical collaborations; the latter covers
the flow of information and knowledge between different
(independent) supply chains and closely corresponds to hori-
zontal collaborations [7]. Sourcing this diversity in our covered
settings allows us to eventually draw conclusions on how to
evolve processes, protocols, and organizations to establish the
aforementioned Internet-like knowledge exchange in the IIoT.
Paper Organization. This dissertation [6] digest is struc-
tured as follows and covers five years of research on net-
work and service management, designing communication
and information-sharing protocols, and research methodology.
First, in Section II, we introduce the IIoT in more detail along
with the required technical foundation from the area of private
computing that allows us to reliably secure collaborations.
Subsequently, in Section III, we detail our primary research
contributions, separated by their type of collaboration, i.e.,
along and across supply chains. Moving on, in Section IV, we
then discuss important key takeaways for the management and
operation of secure collaborations in an evolved IIoT. Finally,
in Section V, we elaborate on our abstract methodology to bet-
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Fig. 1. Graphs can suitably model supply chains and embedded collaborations.

ter structuring interdisciplinary (security) research, e.g., in the
IIoT, before concluding this dissertation digest in Section VI.

II. BACKGROUND, MOTIVATION, AND CHALLENGES

As preliminaries for the remainder of this digest, we now
look at the relevant building blocks in more detail. To this
end, we first put supply chains (and collaborations along and
across) into perspective with respect to the IIoT. Additionally,
we introduce private computing on a high level to raise con-
ceptual challenges when applying it to secure collaborations.

A. Formalizing Supply Chains for Application in the IloT

Given the diversity of actors and organizations in the IIoT,
several entities have relevance for secure collaborations [8].
Depending on the specific information flow and setting, they
can take different roles, e.g., supplier, manufacturer, customer
(consumer), or collaborator. Here, the established trust and the
individual confidentiality needs largely depend on the relation-
ship between these entities. Especially in volatile settings with
frequently changing business partners, introducing trust is a
significant challenge [9], and thus, calls for technical means
that could replace complex (paper-based) legal contracts.

Since CPS- and production site-specific improvements can-
not make up for the expected benefits of globally-exchanged
knowledge, information increasingly flows across mutually-
distrusting organizations [3]. Conceptually, we can thus dis-
tinguish two overarching types of collaborations in the IIoT:
(1) along supply chains or (2) across supply chains. Under
this umbrella, participating entities can then focus on pursuing
various use cases [7]: collaborative planning, designing supply
chains, tracking, tracing, integrating critical infrastructures, or
sharing product information. On a formal level, we can neatly
express supply chain relationships in directed acyclic graphs
(DAGs), as we illustrate for two networks in Figure 1. Once
secure industrial collaborations are more widely in practical
use, we expect that the list of (traditional) use cases will further
evolve and expand in terms of scope, scale, and impact.

To study the feasibility of our proposed approaches, we
evaluated our designs for securing collaborations extensively
using several real-world use cases: For details on the use cases,
(1) product composition and product properties, (ii) operation
and procurement of machine tools, (iii) internal and external
company benchmarking, and (iv) sharing and exchanging pro-
duction parameters, we refer to the dissertation [6, Chapter 3].

B. The Boon and Bane of Private Computing

Moving toward the technological foundation of secure col-
laborations, holistically, we would have to consider operational
security, network security, and information security [6], [10]-
[12]. However, we examine the latter due to our focus on
exchanging information and knowledge as well as its sig-
nificance for successful collaborations in an evolved IIoT.
Specifically, we consider dealing with malicious-but-cautious
adversaries [13]. Assuming this attacker model is reasonable
because involved organizations have an incentive to cheat, but
they also depend on their public reputation and are bound to
specific legislation.

When going for technical guarantees in the area of informa-
tion security, private computing [14] is a fitting candidate since
it covers the intersection of privacy-preserving computations
and confidential computing, i.e., we are open to both software-
and hardware-based approaches. In the following, we give a
few examples that allowed us to realize reliable guarantees
when designing novel protocols for secure collaborations,
namely, trusted execution environments (TEEs), homomorphic
encryption (HE), attribute-based encryption (ABE), private
set intersection (PSI), and oblivious transfers (OTs), among
others. Moreover, we are open to augmenting this security
foundation with other conceptual approaches like blockchain
technology or federated learning as long as they support us
in securely advancing the exchange of knowledge. Based on
our building block survey [6], [8], we have to conclude (and
confirm) that, so far, no building block is able to simultane-
ously provide all relevant security aspects [8], i.e., authenticity
of information, scope of data access, and anonymity. Thus,
until the available building blocks have extensively evolved,
research must resort to picking and combining them to craft
secure collaborations for specific use cases and settings.

Since the vision of globally exchanging knowledge in the
IIoT is a recent idea and secure collaborations are not yet
in large-scale use (e.g., to benefit from IloT-related improve-
ments), the suitability of private computing to secure industry-
sized applications is mostly unknown. Therefore, we system-
atically studied this challenging research gap for both types of
collaborations as part of the aforementioned dissertation.

III. SECURE COLLABORATIONS IN THE INDUSTRIAL IOT

After presenting the proposed technical foundations of and
motivation for secure collaborations, we now introduce the
dissertation’s primary technical contributions in more detail.

A. Secure Collaborations Along Supply Chains (&)

For the first type of collaboration, which involved organi-
zations are arguably less concerned about, we distinguish two
settings. First, we look at securely exchanging information
within an established volatile supply chain network. Second,
we pick up the volatility and present stakeholders with pro-
tocols to reduce the disclosure of sensitive information when
establishing business relationships with new, previously un-
known partners, i.e., the during initial stages of procurement.
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1) A Reliable Information Processing Pipeline: The chal-
lenge of establishing a secure and reliable exchange of infor-
mation along supply chains consists of two angles: (1) chal-
lenges related to reliable sensing even in otherwise untrusted
environments, i.e., ensuring the authenticity and correctness of
processed data, and (2) privacy-preserving information flows
between mutually-distrusting entities, also over multiple hops.

We thus look at both angles individually while ensuring
their overall compatibility, as we visualize in Figure 2.

Sensing. To improve the reliability and trustworthiness of
sensed information, we present the notion and concept of
reliable end-to-end (E2E) sensing [15], [16]. In this context,
we are the first to rely on (i) trusted sensors, which ver-
ifiably secure the sensing by utilizing TEEs, and (ii) sub-
sequent processing of sensed data, using only TEE-backed
infrastructure. As a result, our approach provides verifiable
technical guarantees regarding the authenticity and correctness
of processed data, even if it was initially sensed, processed,
and forwarded in otherwise untrusted remote environments. In
connection with supply chain information systems that ensure
verifiable and accountable information retrieval (cf. second
angle on information sharing below), these guarantees even
hold long-term. Our evaluation underlines the feasibility of
our proposed approach in terms of performance, costs, and
security for various application areas, ranging from status and
location tracking to integrity, condition, and visual monitoring.

Sharing. Given the lack of supply chain information sys-
tems that (i) allow for privacy-preserving sharing of infor-
mation over multiple hops while (ii) also supporting volatile
and complex supply chain networks, we developed PrivAccl-
Chain [17], [18], our design for establishing accountable and
confidential information flows along supply chains. Specifi-
cally, we rely on ABE and its concept of policies to model
and implement fine-granular access control even for settings
with flexible and highly-dynamic business relationships. As a
result, the exact (intended) recipients do not have to be known
when encrypting the information, and PrivAccIChain does not
even require any later involvement of data-providing entities.

The use of (encrypted) tracing references neatly enables
multi-hop information flows and further allows for efficient
traversal of entire supply chain networks. This traversal is es-
pecially beneficial for the use case of tracing, both downstream
(—) and upstream («—). Based on our evaluation of two real-
world applications (one focusing on the supply chain of a real-
world urban vehicle [18]), we conclude that PrivAccIChain’s
performance is satisfactory for large-scale deployments.

Next, we intend to fuse both angles to improve the reliability
of supply chain reputation systems while ensuring confiden-
tiality [19]. Likewise, future work should rigorously survey
which mechanisms for key management and key exchange are
most suitable for large-scale use in an evolved IIoT.

2) Privacy-Preserving Purchase Inquiries: While conduct-
ing our research, jointly with practitioners, we noticed that
establishing new business relationships as part of procurement
is still severely hindered by confidentiality concerns stemming
from the need to share sensitive information upfront. Since
an evolving IloT will increasingly require stakeholders to
bootstrap business relationships between mutually-distrusting
organizations, our research [20], [21] on privacy-preserving
purchase inquiries (the first step during procurement, cf. [21,
Appendix A]) is paramount. To the best of our knowledge, we
are the first to address this research gap.

Specifically, we propose multiple designs [21] with slightly
differing confidentiality guarantees that ensure two-way pri-
vacy for purchase inquiries for different settings. In addition
to an intuitive PSI-based design, called PPI, that utilizes two
computational phases (product then price) to process a pur-
chase inquiry, we also introduce two HE-based designs, HPI
and cHPI, which build on computations on encrypted inputs.
Our designs only handle bilateral inquiries, i.e., information
is never exposed publicly or to uninvolved parties. However,
as certainly required, stakeholders can still trigger concurrent
protocol runs with every organization they are interested in.

Our evaluation further underlines that our designs are
suitable to securely realize this novel example of industrial
collaborations. While our protocols’ security builds on well-
established building blocks and their attested security, they
also ensure the confidentiality needs of both buyers and
sellers (PPI with minor deductions). We also demonstrate their
real-world feasibility based on two real-world applications.
Besides, they also scale well with the number of potential
sellers that should be considered as the protocol runs are
independent of each other, i.e., buyers can trigger as many
runs as needed and computationally supported at once. Hence,
our work provides stakeholders with sufficient flexibility when
establishing new business relationships in an evolved IIoT.

After this presentation of our two technical contributions
for reliably securing collaborations along supply chains (and
within volatile supply chain networks), we next shift our focus
to exchanging knowledge across (independent) supply chains.

B. Secure Collaborations Across Supply Chains (1))

Setting the stage for collaborations across supply chains
by providing reliable technical guarantees is an important but
challenging endeavor since they have rarely been studied so
far. The primary reason is that stakeholders are simply too
concerned to be involved because their sensitive information
is mostly exchanged with unknown (untrusted) entities, po-
tentially even their competitors. With our research, we intend
to change this undesired momentum by demonstrating the
feasibility of secure collaborations with varying degrees of
invasiveness (on the management and operation of businesses).



1) Privacy-Preserving Comparisons: As an example of a
collaboration with few direct implications for the participating
businesses, we looked at comparisons of business data, i.e., no
external information is directly fed back into (local) processes.
In particular, we considered industrial benchmarking, an ac-
tivity that is frequently performed these days, however, with-
out sufficiently considering all confidentiality requirements.
Specifically, related work largely fails to protect the under-
lying algorithm that is used to compute the benchmark [22],
[23]. This essential piece is valuable to the operator of the
benchmark since it constitutes its competitive advantage.

With this contribution, we can outline the design space
(in terms of building blocks from private computing) that is
available when composing protocols for secure collaborations.
Specifically, we realize the same task with two diametrical
strains, namely, HE as software-based and TEEs as hardware-
based foundation. The high-level protocol does not differ be-
tween both designs, SW-PCB and HW-PCB [23], highlighting
the interchangeability. However, we still need to account for
building block-specific limitations, for example, in terms of
the precision of computations when using HE in SW-PCB.

Our evaluation [23] shows that both strains are readily
available to secure benchmarks in real-world deployments.
Thus, when rolling out corresponding secure collaborations,
the key question is which conceptual technology should serve
as the root of trust, i.e., trusted hardware (a TEE) or an HE
scheme, mainly because the remaining properties do not pro-
hibit practical realizations. Both designs fulfill the performance
requirements, with HW-PCB computationally outperforming
SW-PCB. While HW-PCB’s accurate computations promise
quick and precise results, SW-PCB is easier to deploy as
it is designed for untrusted hardware. The exact realization
(design) then likely depends on the availability of a TEE and
the willingness to build on its associated security assumptions
(e.g., trusting the underlying security concept, the vendors,
and remote attestation). Otherwise, HE-based implementations
also promise secure and practical benchmarks for the ITIoT.

Having this non-invasive example in mind, we continue with
a slightly more invasive application in the following.

2) Privacy-Preserving Matchings: In contrast to the previ-
ous example, for this contribution, we worked on the chal-
lenge to match information in a privacy-preserving way, even
when dealing with fuzzy queries, i.e., identifiers. Practitioners
motivated us to tackle this example of a secure collaboration
because they lacked adequate training data to apply their trans-
fer learning on, even though, in theory, sufficient information
is available across different organizations [24].

Unfortunately, surveying related work revealed that prior
approaches are not able to satisfy the (confidentiality) needs
of both data-providing and data-querying entities. To mitigate
this situation, we proposed a modular concept [6] to realize
a privacy-preserving exchange platform for the IIoT. This
concept utilizes Bloom filters, PSIs, and OTs, depending on
the exact configuration (BPE, PPE, or OPE). As a result,
individual deployments can be tailored to address use case-
specific confidentiality, performance, and scalability needs.
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Fig. 3. The careful selection of appropriate building blocks is paramount.

The evaluation of these configurations shows that the run-
time to offload records to the exchange platform is negligible.
Our performance evaluations of synthetic inputs and two real-
world applications (each with multiple queries) demonstrate
the feasibility of BPE for these settings. In contrast, the com-
putationally more demanding concepts, PPE and OPE, only
scale to smaller settings. By realizing the potentially-sensitive
computations locally at querying entities, we account for their
confidentiality needs. While the Bloom filter-based matching
in BPE slightly violates the data providers’ confidentiality
desires, the PSI-based matching in PPE and OPE reliably
addresses this drawback. Importantly, this work is not limited
to a specific domain or type of data that should be exchanged
across supply chains. The protocols only require a suitable and
globally agreed-upon indexing scheme for the information.

This application concludes the presentation of the disserta-
tion’s primary technical contributions, where we successfully
covered collaborations along and across supply chains. Based
on the presented examples, we can follow that designing
secure, IloT-focused protocols that scale to industry-sized
applications is possible, even if we mandate the configuration
of use case-specific technical confidentiality guarantees by
sourcing current building blocks from private computing.

IV. TAKEAWAYS FOR SERVICE MANAGEMENT
AND OPERATION IN THE EVOLVING IIOT

We note that related work in the area of “secure collabo-
rations” is rather sparse. Relevant large-scale initiatives, such
as Alice [25], Gaia-X [26], or IDS [27], still mostly focus on
organizational security [28], [29] instead of ensuring strong
technical guarantees (which we consider to be crucial in light
of the likelihood of dealing with malicious-but-cautious adver-
saries, cf. Section II-B). Regardless, based on the dissertation’s
findings, we can already derive several important takeaways.

Takeaways. Based on our contributions, we identify two
key results. First, we can implement secure collaborations even
in settings with malicious-but-cautious adversaries that reliably
improve the status quo for stakeholders in the IIoT. Second,
as we also summarize in Figure 3, we have to carefully select
appropriate technical building blocks according to the needs of
the use case at hand. This selection is especially challenging
when having to balance opposing desires, for example, the
trade-off between transparency and privacy preservation [18].
As a result, we build on a bouquet of building blocks, which,
for this reason, covers software- and hardware-based concepts.
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Open Challenges. We further identify several remaining
aspects that could hinder the wide dissemination of secure col-
laborations in the wild. Specifically, these aspects are related
to embedding secure collaborations and their protocols in the
IIoT. That is, stronger focus should be put on collaboration
management, e.g., how businesses set them up, how they can
discover fitting collaborators, and how to globally deploy new
protocols for new use cases, among other things. Additionally,
more resources should be allocated to investigate the overhead
that secure collaborations introduce, not only in terms of
computational performance but also in terms of costs that
accumulate due to their provision, management, and opera-
tion. To eventually come to a situation where collaboration
protocols are universal, i.e., independent of specific use cases,
interoperability between different designs and underlying tech-
nical frameworks is needed. While the FactDAG model [30]
might be a candidate to address this challenge for data, in
a truly evolved IIoT, we still need a semantic model that
concisely represents and captures available knowledge across
all stakeholders to make it accessible. Lifting the FactDAG
model to such a solution could be a worthwhile approach.

Application Evolution within Reach. As a next step,
secure collaborations are likely to further evolve from compar-
isons over matching to sophisticated federated settings, which
include machine learning and process mining (Figure 4). These
advances are particularly interesting to increasingly exploit
collaborations across supply chains. However, corresponding
applications are likely to implicitly feed knowledge directly
into local processes, further impacting the collaborations’
invasiveness. Such autonomous operations are thus challenged
by the threat of adversarial behavior, most prominently in light
of safety and environmental issues. Consequently, research
must come up with designs that reliably deal with (i) untrusted
entities who have an incentive to misbehave, (ii) potentially
unauthentic (untrustworthy) information, and (iii) the compu-
tational overhead of introducing additional “layers” of security.

The Need for a Blueprint. As hinted at before, today’s
secure collaborations are not yet of universal nature, i.e., we
mostly have to tailor new protocols for different use cases.
Thus, we are in need of a blueprint on how to design, set up,
and manage secure collaborations as well as their underlying
technical framework, including the selection, configuration,
and development of building blocks, in an evolved IIoT.
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V. RESEARCH METHODOLOGY

In addition to our technical contributions, we also made
an effort to conserve and formalize our experience in this
interdisciplinary environment by deriving an abstract research
methodology for global use [31]. This abstract process cycle is
meant to support researchers who deal with security challenges
in somewhat applied interdisciplinary research. Especially re-
cent developments like the IoT and networked CPSs can serve
as a catalyst for significant (applied) innovation. By illustrating
our experience, we are able to provide a realistic overview of
typical challenges and pitfalls in such environments.

Apart from supporting research related to the aforemen-
tioned blueprint for secure collaborations (cf. Section IV), our
goals for this methodological contribution are twofold. First,
we want to ease the challenges of and reservations against
interdisciplinary collaborations. Second, we hope to contribute
to bootstrapping additional security research that also consid-
ers applications in other domains to further boost research on
building blocks from private computing. Eventually, we could
even be able to derive flexible building blocks that can easily
be re-used across use cases, settings, and domains.

As we visualize in Figure 5, except for the accompanying
“Reporting & Writing” step, all other steps for conducting
interdisciplinary research build upon each other (and can be
revisited as needed). Once a full cycle has been completed,
another use case can be tackled while also incorporating recent
experience. As such, every iteration also influences future
challenges and potentially contributes to their resolutions.
Finally, we also looked into the connection between our
methodology and research data management [31, Section V]
to further strengthen the acceptance and impact of our work.

VI. CONCLUSION AND THE ROAD AHEAD

For this digest, we extracted the main findings and take-
aways from a recent dissertation [6]. While the dissertation
also features various interdisciplinary aspects and discussions
with relevance to both academia and industry from several
domains, this digest is written for computer scientists with a
strong interest in the evolution of the Industrial IoT. That is,
its contributions allow us to answer the information security-
focused research question “How can we enable secure indus-
trial collaborations in real-world settings?” for the first time.



Our work has shown that today’s building blocks from
private computing are suitable to reliably realize secure collab-
orations in the IIoT, even in settings with strong confidentiality
requirements, as exemplified by collaborations across supply
chains. Due to our evaluation of diverse real-world use cases,
we further argue that cleverly-designed collaborations, already
today, also scale to the needs of businesses in industry.

While we are the first to systematically pursue research in
this rapidly evolving area, our findings also show that a lot
of effort lies ahead of us. Specifically, we lack a universal
approach that can serve us (and future work) as a blueprint
for designing, setting up, and managing secure collaborations.
At this point, we still have to meticulously select, adapt, and
evaluate protocols and designs in light of each use case, the
targeted setting, and the involved stakeholders. Regardless, we
are convinced that our work can serve as a trigger and enable
more developments. Once we have overcome the aforemen-
tioned technological issues and have addressed possible safety
concerns and legal uncertainties, secure collaborations will
pave the way for a more efficient distribution of knowledge as
well as improved resilience for all stakeholders in the IIoT.

We look forward to eventually seeing a secure and full-
fledged Internet-like knowledge exchange in the IIoT in place.
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