


involved in this security handshake. This minimizes the delays
during normal system operation [7].

Fig. 3. EnityAccess Control Procedure

4) EHI Management and Access Control
After receiving a graphic or a set of graphics, the tool will

check the files against a set of rules.
We use a PSM* centric approach for the secure storage and

processing of the electronic health information (EHI) sensed
in the PAN security domain. We derive two secrets from the
master symmetric key KMaster’ First, we generate the PAN
key KpAN-i for the current session Si as KpAN-i =
h(KMaster-uPlIOISi) ’ The PAN key is used to create a PAN
security domain wherein the basic transmissions, e.g., for
PAN configuration, are encrypted and authenticated.

Second, we adapt the lightweight approach described of
Somiotti et al. [10] to enable controlled access to the EHI
depending on the corresponding access control restrictions.
This approach is based on an EHI access control hash chain
for the current session Si’ We generate the anchor of the hash
chain as h(KMaster-UPlllISi), and the r th element of the chain
K(EHI-ilr) is calculated by applying r times a hash function on
the anchor. This hash chain has t links. The PSM* categorizes
the medical data in a total of t access control levels. The
smaller the access control level ACL , the higher the restrictions
to have access to the information. Thus, each WMS that joins
the PAN is assigned to an ACL between 1 and t, depending on
the type of EHI collected and current context, and receives the
corresponding encryption key K(EHI-iIACL) from the EHI
access control hash chain. The WMS encrypts the sensed PAN
vital signs with this key and sends this information to the
PSM* that is in charge of securely storing this information.
This simple approach enables two key functionalities, namely
access control broadcast and secure EHI storage.

Access control broadcast allows several clinicians with
different access rights to access the user's EHI in real time
without need of unicasting the information to only those
clinicians with sufficient access rights. If a clinician requires
access to the EHI, the PSM* checks his access rights for the
current context and assigns him an ACL for the current session
Si receiving the current EHI key K(EHI-iIACr)’ Now, the
clinician can access all the encrypted broadcasted EHI in the
PAN encrypted with access control level ACL with ACL �~

AC’L �~ t . Note that this is possible as the keys are
generated by means of a hash function, i.e., given an
intermediate hash chain element, it is only possible to generate
the following chain elements. Note again that we differentiate

between entity (Section VI.D.3) and EHI (Section VI.DA)
access control.

The encrypted medical data is stored on the PSM for fast
access to the patient health record together with some
unencrypted identification information including the PAN
pseudonym, the session pseudonym; and the access control
level. A keyed-hash message authentication code HMACK(m)
[15] calculated as the keyed hash of the fingerprint of the
stored information, (see (5)) is attached to the EHI allowing
for integrity.

HMACh(KMaster_uPlI11DMsN)(h(EHIIID - i - ACL) ) (5)

This information allows the user or back-end services to
verify that the encrypted medical data has not been modified,
since it is protected by the HMAC and the secret
h(KMaster-UPI IIIDMsN) .

For further protection of the EHI generated in the PAN
security domain, WMSs allow for automatic memory erasing.
This is triggered on a WMS if it detects that it has not been in
close physical contact with the patient's body for a time longer
than TThreshold’ Observe that this is possible since body
coupled communication is used between WMSs and the
PSM*. The automatic memory eraser rewrites all the memory
data pages used to buffer and store sensed EHI preventing an
attacker from recovering private patient information.

5) Data Logging
All the actions carried out within the PAN are recorded on

the user's HCC. This guarantees auditing of medical actions
since the user's HCC can keep a record of all the WMSs and
clinicians who tried to have, or had access to the user's PAN.
The technical properties (tamper resistant nature and user
PIN) of smart cards prevent unauthorized access to this
information. Finally, the EHI is securely stored on the PSM
for fast access.

VII. BACK-ENDSECURITYLAYER

The last layer of our system relies on public-key
cryptography (PKC) aiming at the fully secure interoperability
of MSNs and PANs. This paper assumes a single and
centralized healthcare certification authority for simplicity,
however more complex trust models are expected. Each user
of the healthcare system owns a pair of public/private keys
linked to the user's unique patient identifier by means of a
digital certificate signed with the CA’s private key. This
information is stored on the user's HCC. MSNs’ trust centers
must also register with the healthcare CA and receive a pair of
public/private keys signed with the CA’s private key. Our
security framework limits the use of PKC to two situations.
First, the set up of a secure communication link between PAN
and back-end services requires a public-key based handshake.
This occurs in very specific situations. For instance, when a
user joins an MSN and the user's HCC needs to securely
communicate with back-end services for storage of the sensed
medical data or to retrieve access control policies for the
MSN. Second, PKC is also used for mutual authentication of a
user and an MSN during the set up phase of the PAN SD
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